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Requirements for Outlook 2000

6/20/2002

Certificate Utilization

® Required Software must be Loaded
® [oad Certificates into IE/Outlook

® Configure Outlook for Certificate
Utilization

® Add MS Outlook Contacts and PKI
Certificates to Contacts

e Send DoD PKI Signed & Encrypted
Message 1n Outlook
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Outlook 2000
Certificate Utilization

Lesson 1

Required Software must be Loaded
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e Windows 98 or 2000, or NT 4.0 w/SP 5

e MS Outlook 2000 w/SR1A w/SP 2

e MS Internet Explorer (IE) 5.5 or higher

e 128 bit cipher strength applied to all above

e No specific minimum hardware requirements

Note: Netscape Communicator 4.73 or better (but NOT 6.0) may

be used for e-mail and browser, but it is not addressed in the
Microsoft flavor of PKI. IE6 1s The USMC standard.
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Outlook 2000
Certificate Utilization

Lesson 2

Load Certificates into
Internet Explorer (1E) / Outlook
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oad Certificates
Into IE/Outlook

tE

t FrontPage

e Open Windows NT

artlpdate ; . . ] EXplorer
.g

3 |nternet Explorer
O

ocurent

Open Office Document [ Ol

Find
Help

Bun...

Shut Do,

Windows NT Workstation
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Load Certificates Into
|[E/Outlook (cont)

® Sclect the A drive
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Load Certificates Into
|[E/Outlook (cont)

51! Exploring - A\ Mi=] E3
File Edit “iew Toolz Help

Contents of s

e Double click on the DoD PKI Private Identity Certificate

(file name=Id XXX.p12 where XXX i1s the end user initials)
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Load Certificates Into
|[E/Outlook (cont)

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helps to copy certificates, certificate tust lists,
ar 3 fram your dizk bo the
certificate sto

YWhat 1z a certificate?

icate iz a confirmation of wour identity izzued by a

e (Certificate Management Wizard should activate
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select File to Import

f'ou can zpecify the file to be imported.

Mote: More than one certificate can ed in a zingle file in the following formats:
Perzonal Information Exchange- F

Certificates [.p7b]

Cryptographic M Spntad Standard- PEC

enalized Certifizate Store [

e Confirm file name
® Click Next
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Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Pazsword Protection for Private Keps

To maintain security, the private key iz secret and must be protected with a passward.

leaze enter a paszword to access this file.

e Enter the appropriate password
e Check “Enable strong private key protection”

® Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

e Change default “Automatically ....” to “Place all
certificates into the following store™

® Click Browse
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Load Certificates Into
|E/Outlook (cont)

Select Certificate Store

Select a certificate store pou wish to uze

e Sclect “Show Physical Stores”
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6/20/2002

Load Certificates Into

|E/Outlook (cont)

Select Certificate Store EHE3

aelect a certificate store pou wizh bo use

@i
) e >
F-{_] Trugted Root Certification Autharities
+-|_] Enterprize Trust
+-_] Intermediate Certification Autharities

+-_] Other People

[v Show Physical Stores

Cancel

e Sclect \Personal\Registry
e Click OK

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are spstem areas where certificates are stored,

Select the certificate store far the new certificates.

sebizzed on the type of certificate

e Ensure “\Personal\Registry” 1s selected
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

Conkent
File Mame ANdpple D pl2

e Click Finish

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

k. Cancel

— . -T__I
Security level zet to f[[\g?"' Set Security Level..

® Click Set Security Level
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

Chooze a security level appropriate for thiz item contained
inn your Protected Storage.

.FIEequE:E:t iy permiszion with a pazsword when this
itern is to be used.

[ Medium
Reguest my permizzion when thiz item iz to be used.

[ Loy
Automnatically grant permizzion to uze thiz item
without notification.

Cancel

e Sct security level to High
e Click Next
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

Choosze or create a pazsword to protect this ikem,

e Enter preferred
name Of Private (" Usze thiz password to access this item.
Key Container Pazzword far; I—_I

® Enter new {+ Create a new pazsword for this item.

FowlerPEl
password and
Confirm

® C(lick Finish

[example: Tom)
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****MS 2000 Difference****

Importing a new private exchange key!

Create a pazsword to protect this item.

Create a news pazzward far this ikem.

FI as ._-. n h.-r—_l W

[example: Taom)

Pazzwaord:

Canfirm;

Cancel

You must give the container the same name as before
And re-enter the password, confirm, and click Finish
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

e To Import Private Exchange Key, enter same password

® Do NOT check remember password
e Click OK
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

-
L) The import was successful,
g

e Click OK

For Official Use Only
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Load Certificates Into
|[E/Outlook (cont)

51! Exploring - A\ Mi=] E3
File Edit “iew Toolz Help

Contents of s

dodroat?. p7h

'ESin PKIpl2 |

e Double click on the DoD PKI E-mail Signature Certificate

(file name=ESig XXX.p12 where XXX is the end user initials)
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Load Certificates Into
|[E/Outlook (cont)

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helps to copy certificates, certificate tust lists,
ar 3 fram your dizk bo the
certificate sto

YWhat 1z a certificate?

icate iz a confirmation of wour identity izzued by a

e (Certificate Management Wizard should activate
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select File to Import

f'ou can zpecify the file to be imported.

Mote: More than one certificate can ed in a zingle file in the following formats:
Perzonal Information Exchange- F

Certificates [.p7b]

Cryptographic M Spntad Standard- PEC

enalized Certifizate Store [

e Confirm file name
® Click Next

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Pazsword Protection for Private Keps

To maintain security, the private key iz secret and must be protected with a passward.

leaze enter a paszword to access this file.

e Enter the appropriate password
e Check “Enable strong private key protection”

® Click Next

For Official Use Only

26



6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

e Change default “Automatically ....” to “Place all
certificates into the following store™

® Click Browse

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Select Certificate Store

Select a certificate store pou wish to uze

e Sclect “Show Physical Stores”

For Official Use Only
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6/20/2002

Load Certificates Into

|E/Outlook (cont)

Select Certificate Store EHE3

aelect a certificate store pou wizh bo use

@i
) e >
F-{_] Trugted Root Certification Autharities
+-|_] Enterprize Trust
+-_] Intermediate Certification Autharities

+-_] Other People

[v Show Physical Stores

Cancel

e Sclect \Personal\Registry
e Click OK

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are spstem areas where certificates are stored,

Select the certificate store far the new certificates.

sebizzed on the type of certificate

e Ensure “\Personal\Registry” 1s selected
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

Conkent
File Mame ANdpple D pl2

e Click Finish

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

_ . . e
Secunty level setta b %"7‘“ Set Securty Level..

Cancel

® Click Set Security Level
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Private Key Container

Chooge a zecurity level appropriate for this itern contained
iK your Protected Storage.

.FIEl:lLJE:E:t my permizzion with a pazsword when thiz
ltem iz to be uzed,

[ Medium
Reguest my permizzion when thiz item iz to be uzed.

[ Low
Automatically grant permiszion to uze thiz ikem
withaut notification.

Cancel

e Sct security level to High
e Click Next

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Prvate Key Container

e Sclect preferred name of Private Key Container
e Click Finish

For Official Use Only
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6/20/2002

Importing a new private exchange key!

Create a pazsword to pratect this ikem.

Create a new password for thiz item,

4 F' JEsw |:|r|:| fn:nr: Ii

[Exarmple: Tam)

Fazzword: Ii
Confirm: Ii

Firizh Cancel

You must give the container the same name as before
And re-enter the password, confirm, and click Finish

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

Irmporting a new private exchange keyl

Faszzwiord fo '-_HT__'I—

i JBemermber paszword

Secunty level zet to High Set Security Level...
Cancel

e To Import Private Exchange Key, enter same password

® Do NOT check remember password
e Click OK
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

-
L) The import was successful,
g

e Click OK

For Official Use Only
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Load Certificates Into
|[E/Outlook (cont)

51! Exploring - A\ Hi=]

e Double click on the DoD PKI Encryption Certificate

(file name=Cryp XXX.p12 where XXX is the end user initials)
6/20/2002 For Official Use Only
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Load Certificates Into
|[E/Outlook (cont)

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thiz wizard helps to copy certificates, certificate tust lists,
ar 3 fram your dizk bo the
certificate sto

YWhat 1z a certificate?

icate iz a confirmation of wour identity izzued by a

e (Certificate Management Wizard should activate
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select File to Import

f'ou can zpecify the file to be imported.

Mote: More than one certificate can ed in a zingle file in the following formats:
Perzonal Information Exchange- F

Certificates [.p7b]

Cryptographic M Spntad Standard- PEC

enalized Certifizate Store [

e Confirm file name
® Click Next

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Pazsword Protection for Private Keps

To maintain security, the private key iz secret and must be protected with a passward.

leaze enter a paszword to access this file.

e Enter the appropriate password
e Check “Enable strong private key protection”

® Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

e Change default “Automatically ....” to “Place all
certificates into the following store™

® Click Browse

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Select Certificate Store

Select a certificate store pou wish to uze

e Sclect “Show Physical Stores”
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6/20/2002

Load Certificates Into

|E/Outlook (cont)

Select Certificate Store EHE3

aelect a certificate store pou wizh bo use

@i
) e >
F-{_] Trugted Root Certification Autharities
+-|_] Enterprize Trust
+-_] Intermediate Certification Autharities

+-_] Other People

[v Show Physical Stores

Cancel

e Sclect \Personal\Registry
e Click OK

For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Select a Certificate Store

Certificate stores are spstem areas where certificates are stored,

Select the certificate store far the new certificates.

sebizzed on the type of certificate

e Ensure “\Personal\Registry” 1s selected
e Click Next
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Certificate Manager Import Wizard

Completing the Certificate Manager
Import Wizard

Conkent
File Mame ANdpple D pl2

e Click Finish

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Private Key Container

Secunty level zet to rlf%"‘n?‘_: Set Secunty Level ..

Cancel

k.

® Click Set Security Level

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Private Key Container

Chooge a zecurity level appropriate for this itern contained
iK your Protected Storage.

.FIEl:lLJE:E:t my permizzion with a pazsword when thiz
ltem iz to be uzed,

[ Medium
Reguest my permizzion when thiz item iz to be uzed.

[ Low
Automatically grant permiszion to uze thiz ikem
withaut notification.

Cancel

e Sct security level to High
e Click Next

For Official Use Only
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6/20/2002

Load Certificates Into
|E/Outlook (cont)

Prvate Key Container

Choose or create a password to protect thiz item.

* |lze this password to access this kem.

T e = =

e Sclect preferred name of Private Key Container
e Click Finish

For Official Use Only
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****MS 2000 Difference****

Importing a new private exchange key!

Create a pazsword to pratect this ikern.

Create a new pazsword for this item.

Paszwor ELJ-H-___I'I—

[Exarmple: Tam)

Fazzword: Ii
Caonfirm: Ii

Cancel

You must give the container the same name as before
And re-enter the password, confirm, and click Finish

6/20/2002 For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Private Key Container

Irmporting a new private exchange keyl

e Enter password

® Do NOT check
remember
password

e Click OK

Ok

6/20/2002 For Official Use Only
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Load Certificates Into
|E/Outlook (cont)

Hoot Certificate Store
Do you want to ADD the following certificate to the Root Store?

IJ|:|||-'I kDol CLASS 3 Root CaA, PEIL Dal, U5, Government, L5
zeuer | Self |szued

e Validity : Friday, May 19, 2000 through Thureday, bMag 14, 2020
Hn:nl Murnber : 04

T}'||_Jr|'||:||:|rir'|t [=hal]: T0F193F3 40AC1 06 DESF1EDC D06247C4 F2R09E71
Thurnbprint [rmd5] : BC480865 BEDAFFSF FDECE 2595 EON96E390

® To accept the DoD Class 3 Root
e Click YES
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Load Certificates Into
|[E/Outlook (cont)

Certificate Manager Import Wizard

-
A I The import was successiul.
- p

e Click OK
(This completes the Private Key load
to MS Certificate Manager.)
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6/20/2002

Outlook 2000
Certificate Utilization

Lesson 3

Configure Outlook
for Certificate Utilization
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Configure Outlook

® [.oad E-mail Certificates into Outlook
® Set Contacts as default Outlook address book
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6/20/2002

e Open MS Outlook

For Official Use Only
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Configure Outlook (cont
Load E-mail Certificate into Outlook

= Inbox - Microsoft Outlook _ (5] x|

Re Tal
Cerl+5hift+6 Thu 2/24/00 14:25

4 Ikems

Sston _ [[inbon -Microsoht Dwt..
e Seclect Tools

e Sclect Options
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Configure Outlook (cont)

Load E-mail Certificate into Outlook(

6/20/2002

Options [ 2]

Preferences | Mail Services

Secure e-mail

[ add digit
[v Zend cle

Atkachrment Security., .

For Official Use Only
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6/20/2002

****MS

Dptions

Preferences | Mail Services | Mail Format | Speling  Security |IZI:ltI'|Eer' | Delegates |

Secure e-mail

gm | Encrypt contents and attachments For outgoing messages
“ [ add digital signature ko outgoing messages

¥ Send clear
R =, [ Reques

]
E?_H Default Setking:

Secure conkent

Note there is now a fourth option available to
request a secure receipt, it is not necessary to
select this option.
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Configure Outlook (cont)
Load E-mail Certificate into ‘

Change Security Settings % :

o

Security Setting Preferences
Security Settings Mame: '1 S/MIME Settings (Fowler JA@NOC,LSM,

Secure Message Format: | < pme

v Defaulk Security Setting for this Secure Message Format ‘ < IICk N ew

v Defaulk Security Setting for all secure messages

Delete

Certificates and Algorithms

Signing Certificate: owler, Joseph, Arthur 0S8 [ Choose, ..
Hash algaritbrn:

Encryption Certificate: owler, Joseph, Arthur 0S8 [ Choose, .,
Encryption &lgorithm:

v Send these certificates with signed messages
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****MS 2000 Difference***

Change Security Settings

Security Settings Mame: | My SIMIME Sektings (Hurmmell J@NOC, LSMC -

secure Message Format: | pame

v Diefault Security Setting for this Secure Message Format

¥ Default Securit ting For all secure messages

I .%’2’—“ Security Labels. . New Delete

Certificates and &lgorithms

Signing Certificate: Hurnmel, Lance, Juskin, 080001721
Hash Algaorithm: SHal -
Encryption Certificate:

Encryption Algorithm:

Note an additional option available, it is not applicable
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Configure Outlook (cont)

o

Load E-mail Certificate into Outlook ([

&
|
e
g
S

Change Security Settings HE

Security Setting Preferences

e Enter desired Security
Settings Name

e Make Default for
o Security Settings and

:ﬁ — for all secure messages
E; e Sclect Choose for

Encryption Certficates [ Choose.. appropl'late Slgnlng
(E-Mail) Certificate
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Select Certificate

Select a certificate you wish to use

Fowlerdo.. Med Email Ca-1
LR&. Fowl.. JITC Test Med Ca-1
-_ =iFowlerJo... DOD CLASS 3 EMAIL CA-3
1 I "l___ll' Fawlerdao .. DOD CLASS 2083
- Fowler.Jao... MMed Cé-1

4

o PR oo

® Seclect E-Mail Certificate
® Click View Certificate
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Configure Outlook (cont)
Load E-mail Certificate into Outlook

Certificate

g Detals | Certiication Path | Trust |
Certificate Information
‘ S elect Details tab This ;:?:;ificate isI::intended hI:-:

Issued by: DOD CLASS 3 EMAIL CA-3

¥Yalid from 3/415/00 to 3415402

T You have a private key that comesponds ta this certificate.

|zzuer Statement...

6/20/2002 For Official Use Only
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Configure Outlook (cont) <
Load E-mail Certificate into Outlook {{:

Certificate

e Scroll to Key Usage
and highlight

e Verify function as
Digital Signature

e Click OK

E. Thurmbprint Algorithm
E Thurnbprint
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6/20/2002

Cancel

e Click OK

For Official Use Only
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6/20/2002

[+ Defaulk 5 v Setting For this Secure Message Format

I¥ Cefault Security Setting For all secure me
=
Certificates and Algorithms
Signing Certificate:

Hash Algorithm;

Encryption Certifica H EE“ Choose, .,

[+ Send these certificates with signed me

® Click Choose for Encryption Certificate

For Official Use Only
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6/20/2002

Select Certificate

Select a certificate you wish to uze

Intended Pu... | Friendly name
Fowlerdo...  Med Email Ca-1 <Al Fowler.Jose...
LRA. Fowl... JITC Test Med CaA-1 LAl LA&, Fowler. ..
=2 Fowler.Jo.. DOD CLASS 3 EMAIL CA-3 L0l Fowler.Joge. ..

® Click View Certificate

For Official Use Only
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L.oad E-mail Certificate into Outlook 1
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Configure Outlook (cont)
Load E-mail Certificate into Outloo

Certificate

. o [ZIE:taiI:s:I Certification F'athl Trust I
I =i

-
-
Certificate Information

This certificate is intended to:

nail canme fri

® Click Details tab

Issued to: Atk 0800007 000

6/20/2002 For Official Use Only
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Configure Outlook (cont) <=
Load E-mail Certificate into Outlook

Certificate EH

— ® Scroll to Key -
Usage and hi ghli ght

® Verify Key
Encipherment

e Click OK

K.en Enciphermen t[20]
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Configure Outlook (cont)
L.oad E-mail Certificate into Outlook ‘

e
%

Select Certificate K

aelect a certificate you wizh to uze

[£zued to lez11ed by Intended Pu... | Friendly name
Fowlerdo...  kMed Email CA-1 <Al Fowler.Joze...
LAA Fowl.. JITC Test Med Ca-1 £l LRA, Fowler...

FowlerJo... DOD CLASS 3 EMAIL Ca-3 <[ Fowler.Joze...

e Click OK
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6/20/2002

Cettificates and Alaarithms

Signing Certificate:

Hash glgorithbrm: SHA1

Encryption Certificate:

Encryption Algorithm:  |30ES

Preferences

v" Default Security Setting for
this Secure Message
Format

v" Default Security Setting for
all secure messages

v Send these certificates with
signed messages

e Click OK
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Configure Outlook (cont) <=
Load E-mail Certificate into Outlook

Options EH

Preferences | Mail Services | Mail Farmat | Speling  Secutity |IZI:ltI'|E:r' | Delegates |

Secure e-mai

i [ Emcrypt contents and attachments For autgoing messages

E .I_ Add di_ . .n o e S o SeleCt Send Clear
11 B Text message when
sending signed
messages

hether scripks and active
ck the Microsaft

- e Sclect Apply

Diig ificates are documents that allovs wou ko prove wour
idenktity: in ransackions.
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Configure Outlook (cont) ¢
Set Contacts as Default Address Book ‘& _

e Sclect Tools

® Sclect
Address Book

Note: To send & receive DoD PKI messages, Contacts must be set as
the first location referenced in the address book.

6/20/2002 For Official Use Only
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Configure Outlook (cont) <
Set Contacts as Default Address Book“{ :

IEE Address Book =]

1 I Bl Find.  CukShiuF
—-,"?'-- Optiohs...
2 I _|-'||-'| k Frarm Lisk: Show Mames From the:

falobal Address Lisk -

15T TKBM [ATLA. . ]
ATLASS ACCT M.

POC: 5 _I_qT } LE

D5M 997-4879

e Select Tools

e Sclect Options
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Configure Outlook (cont) <
Set Contacts as Default Address Book ‘ '

Addressing
Addressing |
e Select Contacts in Show this ddress it first |
“Show this address I R M

. Eeep personal addresses in:
list first” field =

Perzanal Addresz Book

When zending mail, check names using theze addrezz izt in
thie fallowing order:

Perzonal &ddrezs Book
Contacts
Global Address List
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Configure Outlook (cont)

Set Contacts as Default Address Book$

Addressing

Addressing |
‘ Use arrows tO Shaw thiz .ln:ln:lre:z::s: list First:

Contacts

send Contacts to |
top of list in e
“When sending

YWihen zending mail, check names wzing these address lists in
thie following arder:

Ferzonal Addrezs Book,

mail...” field G s A

e Click Apply

6/20/2002 For Official Use Only
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Configure Outlook (cont)

Addreszing |

Show thiz address list first;

T

YWhen zending mail, check names uzing these address lists in

o Clle O_I( the fallowing arder:

Perzonal Address Book
Global Address List

Outlook is configured to utilize DoD PKI Certificates.
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6/20/2002

For Official Use Only

eOpen MS Outlook
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® Click New message

6/20/2002

Configure Outlook Toolbar

|

® Inbox - Microsoft Outlook

&6 Outlook T [[k
A5 [ e

# Calendar
# Contacts
% Tasks

£ MNotes

¥ Deleted Ite

Shortcuts

For Ofriciai Use Oniy
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Configure Outlook Toolbar

® Click the
down arrow
on the tool
bar

B Untitled - Message (HTML) 5] %]

=
m StﬂﬂH e E;;] m "f} ”“ F:TE!!E:EI'ItiEI.T.iIZII'I1 Eh‘ll:n:lj:-:j- kictoso.. I Lintitled - Me .. | @ﬂﬁf’ %or) 10:09 Ak4
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Configure Outlook Toolbar

® Choose Add or
Remove Buttons et srs ===

® (Click Customize

S
Chrl+-Enter
s
Crl+P

Subject:

Chrl+-Shift+E

CtrH-Shift+5

slalalala]alalalalclalalalalalz]
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Configure Outlook Toolbar

® Select Commands tab

® Scroll down in the
left column

® Click Standard
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Configure Outlook Toolbar

® Scroll down in the
right column

e Select the Encrypt [

Mormal - Arial - | 10

Message icon Jﬂ HE 2@ R0 Ea« '

® Click and Drag
the icon into the

Outlook Toolbar

6/20/2002 For Ofnuizd tse Cray
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Configure Outlook Toolbar

e Scroll down in .
Hed & & B2R R0 2% !
column

e Select Digitally
Sign Message

® Click and
Drag the icon
into the
Outlook
Toolbar

6/20/2002 For Ofiiciai Use Oniy

85



Configure Outlook Toolbar

® Tosend a
message
Encrypted or
Digitally
Signed

B Untitled - Message (HTML)

® Select one or
both icons

Outlook is configured to utilize DoD PKI Certificates.
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6/20/2002

Outlook 2000
Certificate Utilization

Lesson 4

Create MS Outlook Contacts and
Add PKI Certificates to Contacts

For Official Use Only
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Create Contacts and Add -
PKI Certificates to Contacts {4

Methods to Create MS Outlook Contacts
and Import DoD Certificates

e Download and Import Certificate into Contacts
Q Download Certificate from Chambersburg
a Import Certificate into Contacts

® Received Signed E-Mail
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

Meighborhood

e ® Double click on MS

uuuuuuu

Internet Explorer
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

¥ DoD Class 3 PKI - Home Page - Netscape | [=] E3
A A ! 0l e

® Click Search the |-

Request an

Identity Directory ==

Request a DoD Class 3

Certificate
S er ver Public Key Infrastructure (PKI)

] "
=i Directory
I - Server Home Page

Search the
Email Directory
Server

Frequently
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

1y Server Gal ft Internet Explorer

=Y

e Enter http://ds-web.c3pki.chamb.disa.mil/id in

IE “Address” field
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reate Contacts & Add
PKI Certs (cont)

Download Certificate

Explorer

=
-t o
= hin PKI,DoD,U.5. Government,US

® Click Standard
Search
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

Server Gats : Standard Search - Microsoft Internet E;

® Enter LLast Name
ONLY 1n “Search
For” field 1 1=

® Click on Search
button
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Create Contacts & A
PKI Certs (cont)

Download Certificate

dard Search - Mi t Int t Explorer

' Standard Searc

® Sclect desired
name ID from
search results
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

® Click
Download

Certificate yf="

hur.0800001000

é |a Internet
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

File Download

Y'ou have chaosen to daownload a file fram thiz location,

® Ensure ccsave = bpki107.chamb. diza[1] from ds-1-ent.chamb. disa. mi
this file to disk” v e i
radio button 1s = G
selected

e Click OK
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6/20/2002

Create Contacts & Add
PKI Certs (cont)

Download Certificate

e Ensure Desktop 1s 1in “Save in:” field
e Enter desired name.cer in “File name:” field

® Click Save

For Official Use Only
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

Download complete

® Click Close to
ClOSe Netscape Diownload Complete
bI'OWSGI’ S aved:

rbpkil OF.chamb. diza[1] from dz-1-ent.chamb. diza. mil

@ (May NOT be lllllllllllllllllllllllll-l_l_llllllllllllllll

Downloaded: 926 bytez in 4 min 27 sec
Vl S 1b 1 e i f b 0OX I;Z: NN T \ProfilessfeetrhD . Shaines. cer
preViOUSIY 5 I ere==l | dialog download completes

checked)
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

nbox - Microsoft Outlook (O] =]

® Open MS
Outlook

e Click New
button 1n
Outlook Inbox
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

® Click 7o...t0 |uu
open Select

Names
window
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

® Ensure “Global
Address List” 1s
selected 1n

“Show Names
from the:” tield

® Sclect desired
name
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

Select Hames

Shiows Mames From Ehe: Global Address Lisk

e Click To
e Click OK
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

e RIGHT click
indiVidual ’ N Untitled - Message (Rich Text) =] E3

: File Edit %iew Inserk Format Tools Actions Help
f“larrl,,e ln I:ﬁ [GEh E¢ ! + w Eli:ilgtil:lns... |_?;| -
To” field

Look up Contact

Cut

e Sclect Add
to Contacts
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

EE Fowler GySgt Joseph A - Contact O] x]
[

® Add or Change
information as
desired

. S e 1 e Ct [ This is the mailing address
Certificates tab
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

e Click Import...
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

i B3

Locate Certific

® Seclect desired
certificate

e Click Open

i

fl File name: [ SIREN
» - 2 =i
| Files of type:  [Digital 1D Files (*.p7e;*. cer) = cance

—

6/20/2002 For Official Use Only 106



Create Contacts & Add
PKI Certs (cont)

Download Certificate

® Click Save and
Close

Certificate is now stored in MS Outlook Contacts
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

Fowler GySgt Joseph A - Contact H=] E3
{

Insert Farmat Tools Actions Help

Duplicate Contact Detected

i g‘? The name oF e-mail address of this contact already exists in this folder:
T ot

e /[F previously o VE contacts
. Would o like bo
entered 1n
Contacts

Moke: & backup copy of the existing contact will be placed in wour
eted Items Folder,

Cpen Exisking C

e Click OK
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Create Contacts & Add
PKI Certs (cont)

Download Certificate

)

by Computer

Shortcut to

Calc.exe
e Sclect certificate on = —
the Desktop : - o
Hetwnrk Get QuickTime RealFlayer G2
PY Delete Cel'tlﬁcate Meighborhood Pro.mow
Recycle Bin

by Briefcaze kicrozoft
FowerPoint
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Create Contacts & Add

PKI Certs (cont)
Received Signed E-Mail

Untitled - Message [HTHML]

File Edit Wiew Insert Format Tools Actions Help

€y Reply f__ﬂl Reply ko &ll | W8 Forward 5’; b [b'_"f L SR

Send Optiohz. ..

* From: aines Magk Mike : Sent: Mon 2/14/00°8g:45
1 L= . Properties...
To: Feet Ms Rita L

forrm

e Right click the individual’s name in the “From” field
e Sclect Add to Contacts
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Create Contacts & Add

PKI Certs (cont)
Received Signed E-Mail

EB Hainez MSqgt Mike L - Contact _ (O] x|

® Add or Change .
information as
desired

® Click Save and
Close button

Certificate 1s automatically stored in Contacts
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Outlook 2000
Certificate Utilization

Lesson 5

Send DoD PKI Signed and
Encrypted Message in Outlook
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Send DoD PKI Signhed and
Encrypted Message

%= Inbox - Microsoft Dutlook M= E

Robert_D_Eillar,..
Knights GySgt ..
Mon 11/22,/99 2:43 PM
Mon 11/22,/99 3:06 PM

||||||||||||||||||||||||| Vﬂ\/il\/G (ON(

K » H‘||I||||Hh.|"-._ MCB QUANTICO

41 Unread

e Click New Mail Message button in Outlook Inbox
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Send DoD PKI Signed and
Encrypted Message (cont) {5

® Untitled - Message [Rich Text) Mi=] E3

® Click To...
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® Seclect the
desired

® Click To
e Click OK
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Send DoD PKI Signhed and
Encrypted Message (cont)

e Sclect Options
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Send DoD PKI Signhed and
Encrypted Message (cont)

® Check the appropriate
blocks to sign and
encrypt

v Encrypt message
contents and
attachments

v Add digital signature to
outgoing message

® Click Close
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Message Opkions

e setkings
tance: M I )
i Tal ,'._'_,- signature to outgoine
Sensitivicy:  |Marmal -H.——_r

nessage
Yoting and Tracking options *

ceipt For this message
[ Request a read receipt For this message
Ceeliwery options
[ Have replies sent bo: Ii Select Mames. ..
v Save sent message bo: [Sent Ikems FONSE
[ | Da not deliver befare: lij
| Expires after: li j

Cakeqgories, ..

Note the additional option to request secure receipt
for this message, currently not selectable.
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Message Options

Message setkings

Importance: |Marmal | ] [ Encrypt message contents and attachments

|v Add dig tgoing rm

Sensitivity: | Marmal | o e, Request secure receipt for this message

Yoking and Tracking options
[ Use vaoting buttans:

[ Request a delivery receipt For this message

| Request a read receipt For this message

Delivery opkions

| Have replies sent ba; Select Mames. ..

Iv Save sent message bo: |Sent Items Browse. ..

[ Do not deliver before: I—ﬂ
| | Expires after: I—ﬂ

Conkacks...

Note when the digital signature selection is made the new
option is now selectable.
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****MS 2000 Difference****

Message Options d

age sekkings Security

Importance: |Mormal | - '-1: [ Encrypt message contents and attachments

L |_'| |v Add digital signature to oubgoing message

Sensitivity:  |Mormal ~ |

Yoting and Tracking options
[ Use voking bukkans:
[ Request a delivery receipt far this message
[ Reguest aread receipk For this message
Delivery aptions
[ Have replies sent ko: I— Select Names. ..
¥ Save sent message to: |Sent Items Browse. ..
[ Do not deliver before: | j
[ Expires after: | ﬂ

Conkacks...

Zategaries. ..

You may select the Request secure
receipt for this message
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Send DoD PKI Signhed and
Encrypted Message (cont)

™ PK| Test Meszage - Meszage [Rich Text) Mi=] E3
J File Edit Wiew Insert Format Tools Actions Help

= o B8 L BE G0 ME 18] v] Sow. [0

e Complete
message

PKI TEST MESSAGE

® C(lick Send

for instructional purposes only]
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e Enter password

® Do NOT check
“Remember
password”

® Clle 0 K B B Sccuity level setto High

The signed and encrypted message has been sent.
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Send DoD PKI Signed and <=,

Encrypted Message (cont) {

Lq !
o

Encryption Problems

' Microsaft Qutlook had problems encrypting this message because the
4 . Following recipients had missing or invalid certificates, or conflicking or
" unsupported encryption capabilities:

Estes Mrs Caralyn P

iZonktinue will encrypt and send the message but the lisked recipients
may not be able ko read ik,

Send Unencrypted

® This error message will appear if you
do not have the recipient’s public key
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Summary for Outlook 2000
Certificate Utilization W&

® Required software must be loaded

® [oad certificates into IE / Outlook

® [Load E-Mail Certificate

e Configure Outlook for certificate utilization

® Add MS Outlook Contacts and PKI
Certificates to Contacts

e Send DoD PKI signed & encrypted message
in Outlook
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Outlook 2000 Certificate g
Utilization Instructions Y&

What are your Questions?
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PKI
MCEN Remote Access

® Types of Remote Access
O Remote Access Server (RAS)
Q Outlook Web Access (OWA)
Q Blackberry
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PKI
MCEN Remote Access

® Remote Access interoperability as of:
12/11/2001

0 Remote Access Server (RAS) dial-up

e PKI works normally

QO Outlook Web Access (OWA)
e MS OWA does NOT currently support PKI
e Signed e-mail — download as a file and read as .txt

Encrypted e-mail — unable
MS to rework OWA architecture — no expected date

Solution by third party 1s working
— Expected delivery mid CY02
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PKI
MCEN Remote Access

® Remote Access interoperability as of:

12/11/2001 (cont)

Q Blackberry
e Blackberry does NOT currently support PKI
e Signed or Encrypted e-mail — unable

e Solutions by third party and Blackberry are working
— Expected delivery mid CY02
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