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MCWIITS

 Marine Corps Wounded, Illl and Injured
Tracking System (MCWIITS)

« MCWIITS Is a software application hosted
on the Manpower & Reserve Affairs (M&RA)
website

« MCWIITS provides managerial and Non-
medical care operations utility to WWR staff

and designated personnel.
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CERTIFICATE REQUIREMENTS

* |In order to gain access to MCWIITS, you will
need to complete the following courses and
upload the certificate:

— Health Insurance Portability and Accountability
Act (HIPAA)

— DoD Information Assurance (1A)
— Personally Identifiable Information (PlI)

o After completing the courses, save the certs
electronically on your computer for upload.
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HIPAA CERTIFICATE

Health Insurance Portability and Accountability Act of 1996 (HIPAA): Due Date-Prior to access and annually.
https://mhslearn.csd.disa.mil/ilearn/en/learner/mhs/portal/home.jsp

. 1. Click on the link above

. 2. Select MHS Staff Training on top left

. 3. Click the login link located at the top, right of the page

. 4. Select ok in the gray dialogue box

. 5 If you have a CAC, select CAC ACCESS in green dialog box and choose the certificate without email in the
"issued by" section (to see this, select view certificates). You may have to enter your PIN once you select the
correct certificate. After that, select ok in the blue dialog box twice and continue to step 7.

. 6. If you do not have a CAC, select "if you do not have a CAC, click here".
. (located under the green dialog box), select ok in blue dialog box twice, and continue to step 7.

. 7. Login with your username and password in upper right of page (if you do not have an account, select register,
follow instructions and create a profile)

**NOTE-You are building a profile for "NAVY, MILITARY MEDICAL SUPPORT OFFICE (0150), *HIPAA Job
Position: 04. Support Services, HIPAA Job Domain-NAVY, Job Role: ADMINISTRATION."

. 8. HIPAA courses will automatically populate under the home tab from the HIPAA

. Job Position the learner selects in their profile.

. 9. Complete and Print all certificates and scan if you cannot save as pdf from MHSLearn.

«  **Arefresher course can be played during the learner's Birth Month, unless content shows course in expired
status - which means the Refresher has carried over from last year or the HIPAA Admin granted credit outside
the birth month. An automatically generated email will be sent to remind the learner to take the refresher.**
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HIPAA ISSUES

IF YOU ARE HAVING DIFFICULTY ACCESSING MHSLEARN TO COMPLETE THE HIPAA TRAINING, YOU MAY HAVE
TO ENABLE YOUR JAVA APPLICATION. TO DO SO, FOLLOW THESE INSTRUCTIONS.

1. Select start
2.  From the Start menu, go to Settings and select Control Panel
3.  Select Internet Options from the control panel
4.  Select the Advanced tab in Internet Options
5.  Scroll down to JAVA (SUN) - make sure the box is NOT checked
6.  Scroll down to JAVA CONSOLE ENABLED - make sure the box is NOT checked
7. Scroll down to JIT COMPILER FOR VIRTUAL MACHINE ENABLED - make sure the box is NOT checked
8. Select Apply then OK
9. Return to the Control Panel and double click the JAVA icon
10. Select the Advanced tab
11. Select the + (plus sign) to the left of Java Plug-in
12. Ensure the box is NOT checked next to "ENABLE THE NEXT GENERATION JAVA PLUG-IN"
13. Select Apply then OK
14. Exit out of all programs
15. Restart computer and begin HIPAA training.
. *MHS HELPDESK FOR HIPAA: (800) 600-9332**
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IA and P11 CERTIFICATES

« DOD Information Assurance (lA) and Personally
Identifiable Information (PIl): Due Date-Prior to access,

then annually.
e https:.//www.marinenet.usmc.mil
1. Click the link above
2. Log into MarineNet

3. Complete courses, then upload certificates to MCWIITS

— PI110090000
— DODIA80000 (or equivalent)
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REQUEST ACCESS

In addition to completing the required courses for access, you will also
need to ensure the following is completed:

Name, rank and SSN should auto ~ 2npower & Reserve Affairs

populate. EWI ITS :
Wounded Ill/Injured Tracking System

1. Title. Format should reflect ET—————
‘Unit/Section/Billet' in text field;
example, WWBN-E/A Co/Section My Details / Request New Permissions
Leader or WWBN-E/RCC/Walter P

Reed . FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE: All information contained i
purview to the Privacy Act of 1974 and Health Information Portability and Accounta

Disclosure of contained personal data to any person other than the individual to wh

pertains, or the authorized user(s) of this system on a need to know basis is strictly p

2. Emall . Please use OfﬁClaI Privacy Act of 1974 and HIPAA, reasonable care must be taken to ensure that persons
. . . subject to unauthorized disclosure. ANY MISUSE OR UNAUTHORIZED MSCLOSURE M4
business email for units. DISC CIVIL AND CRIMINAL PENALTIES!

haS Opt|0n fOI‘ mOSt dll‘eCt means Please follow the instructions, before requesting account.
|OT conduct coordination. Field
will not be blank.

Hame

Rank

1 Title | |

3. Phone. Field must contain a

number where the user can be 2 Emai e
reached 3 Phone 910-451-4700 Updaie
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REQUEST ACCESS

Title

Email ELIZABETH MONTALVO@usmc.mil Update

Continuation of requirements:

Phone 703-432-1881 Update

4. Permissions: Select only those rermissiens .
. M . . ase Manager [
permissions related to your billet; if not S S
sure, contact Bn Ops or WWR. (See v O
next slide for brief description.) S
System Admin O
5. Justification. User must state need for VA Laison [
access and provide their OIC or Exccutve [
SNCOIC name and phone number. S0 — 4.
Statement should not state "that | need T-s6LManager [
|t to do my job." T-SGLI Certifier []
Charity HQ 7]
A gOOd example: Charity Batt East []
"I am currently assigned as a section leader Chanty BattWest [
and require access to manage RSMs. Charity DISCs [
SNCOIC is MSgt Smith, phone: 555-867- Sectonleader [ ¥
5309 .“ Justification (required)
5.
6. Click on ‘Request Permissions’ to —
advance to next entry screen. 6
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PERMISSIONS

Select the proper permission required to do your job.

BILLET

Section Leader
Plt Sgt/ PIt Ldr
RCC/ CCR

DISC

Staff (Bn)

Charity Rep
OPSO/ OPS Chief
Det OIC/SNCOIC
Bn CO, XO
WWR Staff
MEDCELL

WWR CO, XO
MEF

Units/ orgs

PERMISSION/s

Section Leader (SL) & select proper facility in drop down menu
Case Manager (CM) & select PAT, select proper facility in drop down
CM & PAT/facility, VA Liaison (VL) - in order to view full SSN

CM & select DISC/VISN, SL & VISN, Charity DISC (CD)
Battalion & select East or West (BnE, BnW)

Charity Bn E or W (CE or CW)

Sys Admin (SA) — IOT create reports, view SL cases report & QA
Bn E or W, CM & PAT/facility

Bn EorW

WW HQ (WW) & Admin or Ops in drop-down menu

WW & Ops, VL

Executive (EX)

MEF & I, II, lll in drop down

External Org (EXx)
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Training Documen

The next entry screen should have two icons womntmemen D | 1.

for uploading documents. e
1. Once you click on the first ﬁ(’m

icon above the table, a pop-up Coseemagr

screen will appear. Browse for Sl Tt D e T —— m

your saved HIPAA cert and

label. Also, enter in the field Upload Training Document

the cert date taken if first time.
IF this is a recertification date,
enter a date one year prior to
expiration. Next select birth
month so that you will receive
a notification prior to

Choose a file to upload: | H Erowse... ] {Max Allowed File Size is GMB)

File Title: |

HIPAA Certificate |'~1.|:unth;"\"ear:|Se|ect Manth V| |Se|ectYear V|

Birth Month: |Se|ect Maonth V|

Uplead Cancel

expiration. Select ‘Upload.’ Done & Local intranet #00% -

Section Leader [

2. The second icon is where
you will upload the IA and PII
certs.

3. Select ‘Request Permission’ 3. mmsEaE

Justification (required)
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CERTIFICATE UPDATES

1. To replace an expired

certificate, click on the ‘X’

~— raining Documents

box next to the HIPAA cert.
This will bring back the
icon seen earlier and open
up the entry screen to
upload the new cert once
clicked.

FILE

> HIPAA Document [x] Privacy Act and HIPAA CeN§jcate of Learning.docx

HIPAA Document Expiration 11/2014

DATE CREATED CREA

2. As before, browse for
your saved HIPAA cert and
label. Also, enter a date
one year prior to the
expiration date. Next select
birth month so that you will
receive a notification prior
to expiration.

ROLE

System Admin
External Org
External Org
System Admin
External Org
System Admin
External Org

System Admin

3. Select ‘Upload.’

‘& https:/fwww.manpower.usme.mil/?parentURL=viewlserDetails.actiondtreqUserdD=12121...

Upload Training Document

{Max Allowed File Size is 5MB)

Choose a file to upload:
File Title:
HIP& A Certificate Month/Year: SelectMonth +  SelectYear -

Birth Month: SelectMonth

Upload Cancel

H100% -

Done f Trusted sites | Protected Mode: Off 3 v

Justification
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TROUBLESHOOTING

* Explain situation in detalil

* Include example screen shot or screen
captures with email trouble calls
— Utilize F11 or Prnt Scrn to obtain graphic
— Paste graphic into MS Word or PowerPoint
— Save document or presentation

— Forward with detailed explanation to
appropriate email address
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MCWIITS ASSISTANCE

e Troubleshooting issues called to MCWIITS IT Helpdesk
— manpower.support@inforeliance.com

— Phone *
o office 703- 784- 9030
o fax 703- 784- 9575

e User or System Access Support
- WWR_MCWITS@USMC.MIL
— 703- 432- 9300

o System Change Requests recommendation items sent to
-~ WWR_IT@USMC.MIL
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